NHOOPMAIIMOHHAS ITAMATKA
JJISA OBYHYAIOIUXCA 1J15A PASMEINEHUSA
HA OOPUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaxKablM rofomMm MOMOAEXWN B UHTEpHeTe CTaHOBUTLCA 60/bLUe, a LWKO/bHUKK OHN N3
CambIX aKTUBHbIX MONb30BaTE/EN PyHeTa. Mexay TeM, NMOMUMO OFPOMHOIO KOJIMYecTBa
BO3MOXXHOCTEN, NHTEPHET HECET U I'IpO6I'I€MbI. JTa namATKa [0/HKHa NMOMOYb Tebe 6e3onacHo
HaxXognTbCA B CETU.

Komnbrorepabie BUPyChbl

KoMMbIOTEPHBI/ BUPYC - 3TO Pa3HOBMAHOCTb KOMMbIOTEPHLIX NPOrpamMM, OTAMYUTENLHON
0COGEHHOCTLIO KOTOPOW SIBNSIETCS CMOCOGHOCTb K PasMHOXEHWUID. B [0MONHeHWe K 3ToMy,
BMPYCbI MOTYT NOBPEANTb UM NMONHOCTbI0 YHUUTOXMWTb BCE (haiinbl M AaHHbIe, MOAKOHTPO/bHbIE
Mo/b30BaTet, 0T MMEHM KOTOPOro Bblfia 3aMnyLLeHa 3apaXXeHHas Nporpamma, a TakKe NoBpeanTb
NN faXKe YHUUTOXUTH OMepaLMoHHY0 CUCTEMY CO BCEMU (haiinamm B LiesioM. B 60nbLIMHCTBE
CNy4aeB pPacnpocTPaHsOTCS BUPYChl Yepe3 MHTEPHET.

MeTogpl 3aWnTbl OT BPEAOHOCHbLIX NPOrpamm:

1. Wcnonb3yii coBpeMeHHble OMepaLyOHHble CUCTEMbI, WMEIOLLME CEpbe3HbI YPOBEHb
3aLLMTbI OT BPEAOHOCHBIX MPOrpaMm;

2. lMocTosHHO ycTaHaBnMBali nNaytv (LUpoBble 3annaTku, KOTOpble aBTOMAaTWUYECKM
yCTaHaBNMBAOTCA C Lie/Ibo fOPaboTKM NporpaMmbl) U apyriie 06HOBNEHWS CBOEN OMnepaLMOHHOM
cucTeMbl. CKaumBain UX TOMbKO C OMumanbHOro caita paspabotuvnka OC. Ecam cywectyet
PEXMM aBTOMATUUYECKOr0 06HOB/IEHNS, BK/IOUN Er0;

3. PaboTaii Ha CBOEM KOMMbIOTEPE MO/ NpaBaMii N0b30BaTeNs, a He aAMUHICTpaTopa. ATO
HE MO3BOIUT GOMbLLNHCTBY BPEAOHOCHBIX MPOrpamMmM UHCTa/I/IMPOBATLCS Ha TBOEM MEPCOHA/IbHOM
KOMMbHOTEPE;

4. Vcnonb3yii aHTVBUPYCHbIE MPOrpamMMHblE MPOAYKTbI M3BECTHBLIX MPOW3BOAUTENEN, C
aBTOMATNYeCKVM 06HOB/EHVEM 6as3;

5. OrpaHunub HU3NYECKMIA AOCTYN K KOMMNbIOTEPY A1 MOCTOPOHHMX UL,

6. Vicnonb3yii BHELLHWE HOCUTENN MHGOopMaLIMK, Takue Kak dineLlka, AUck unn daiin u3
VHTEPHETA, TO/MbKO M3 NPOBEPEHHBLIX MCTOYHUKOB;

7. He oTKpbIBaii KOMNbIOTEPHbIE haliNbl, NOMYYEHHbIE U3 HEHAMEXKHbIX UCTOYHMKOB. [axe
Te (halinbl, KOTOPbIE NPUCNAN TBOV 3HAKOMbIiA. JTyullle YTOUHMW Y HEro, OTNPaBAS /X OH TeGe UX.

Cerun WI-FI

Wi-Fi - 370 He BMA Nepefayn AaHHbIX, He TEXHOIOTUS, a BCEro MLb 6peHA, Mapka. Eule B
1991 roay HuAaepnaHAckas KomnaHus 3apeructpuposana 6peHg "WECA", uTo 0603Hayano
cnosocoyeTaHme "Wireless Fidelity", KoTopbIli NepeBoAMTCA Kak "6ecnpoBoAHas TOYHOCTb".

[0 Hawero BpemMeHW [owNna fApyras abbpeBmaTypa, KOTOpas SBNSETCA TaKOM e
TexHonorven. 3to abbpesnatypa "Wi-Fi". Takoe Ha3BaHue 6blf0 AaHO C HAMEKOM Ha CTaHaapT
BbICLLEl 3BYKOBOW TeXHWUKM Hi-Fi, 4TO B NepeBoje 03Ha4yaeT "BbICOKas TOYHOCTL".



[a, 6ecrnnaTHblli UHTEPHET-AOCTYN B Kade, OTENsX M a3ponopTax SBASETCA OT/MYHOM
BO3MOXHOCTbIO BbIX0/la B UHTEPHET. HO MHOTMe 3KCMepThbl CUATAKOT, YTO 06LLeA0CTyNHble Wi-Fi
CETMN He SBNAIOTCA 6e30MacHbIMU.

CoseTbl N0 6e30MacHOCTK paboTbl B 06Lef0CTYNHbIX ceTax Wi-fi:

1. He nepepaBail CBOKO NNUHYIO MH(opMaLuto Yepes obLieaoctynHble Wi-Fi ceTn. PaboTas
B HMX, XeNlaTe/lbHO He BBOAWTL Mapo/n AOCTYNa, IOMUHBI U KaKne-To HOMepa;

2. Wcnonb3yil 1 06HOBNAWA aHTUBUPYCHbIe Mporpammbl U GpaHaMayep. Tem cambiM Thbl
o6e3onacuLlb cebs OT 3aKaukuy BUpYyca Ha TBOe YCTPOMCTBO;

3. Mpun wucnonb3oBaHun Wi-Fi oTknoum gyHkumo "O6wmii goctyn K (hainam
npuHTepam”. [aHHas (PyHKUMSA 3aKpbiTa MO0 YMOMYaHWIO, OLHAKO HEKOTOpble M0/b30BaTeNn
aKTUBMPYIOT ee A4/19 yA06CTBa UCMO/b30BaHWA B paboTe unm yyebe;

4. He ncnonb3ayi nyénmyHbiid WI-FI gns nepegayun MMYHbIX AaHHbIX, HanpuMep 415 Bbixoaa
B COLMa/IbHbIE CETU U B 3N1EKTPOHHYIO MOYTY;

5. Vicnonb3yii TONbKO 3alyLLieHHoe coeanHeHve Yepe3 HTTPS, a He HTTP, T.e. npu Habope
Be6-agpeca BBOAU UMeHHO "https://*;

6. B M0obUbHOM TenedpoHe OTKIOUN PyHKUMIO "lMogkntoueHne K Wi-Fi asTomatnyeckn™.
He gonyckain aBToMaTnyeckoro nofKoyeHns yerpoinctsa kK cetam Wi-Fi 6e3 TBoero cornacus.

CoumnajanHble CeTH

CoumaibHble CETV aKTUBHO BXOAAT B Hally XXW3Hb, MHOTMe 04N paboTatoT M XXMBYT TaMm
nocTosHHO, a B Facebook yxe 3apernctpupoBaH MWANMapA, YenoBeK, UYTO ABMSETCS OAHOM
ceabMol BCeX XKuTenel nnaHeTbl. MHOrve nosnb3oBaTeny He MOHUMAKOT, YTO MHGOopMaLms,
pasMeLLleHHas UMK B COLMabHbIX CETAX, MOXET ObITb HaliieHa 1 UCMOo/b30BaHa KEM YrogHo, B
TOM uuncne He 0653aTe/IbHO C 61arvMn HaMepeHNSIMK.

OCHOBHbIE COBETbI M0 6€30MacHOCTU B COLNASIbHBIX CETAX:

1. OrpaHunyb CNUCOK Apy3eid. Y Tebs B APY3bsiX He JO/MKHO ObITb CYYaHbIX N HE3HAKOMbIX
NOAeN;

2. 3aluiLali CBOK YaCTHYH XM3Hb. He yKasbiBail naponu, TenedoHsl, aapeca, AaTy TBOEr0
POXAEHUS W [PYTYI NINUHYIO WH(OPMALMIO. 3/0YMBILLIEHHVKA MOTYT WCMO/b30BaTh [aXe
MHAOPMALMIO O TOM, KaK Thl 1 TBOW POAMTENN NAAHMPYeTe NPOBECTU KaHWKY/bI;

3. 3awmLLaii CBOK penyTaumio - AEPXKK ee B YACTOTe M 3afaBali cebe BONPOC: XoTen Bbl Tbl,
yToObI ApYre Monb3oBaTeny BUAENW, YTO Thbl 3arpykaelb? Mogymaid, Npexae 4Yem 4TO-TO
ony6MKOBaTb, HaNUcaTb U 3arpysuTb;

4. ECNV Tbl FOBOPULLL C OAbMU, KOTOPbIX He 3HaeLLb, He UCMOMb3Yi CBOE peasibHoe UMS 1
APYTYHO IMYHYH MH(OPMALMK: NMS, MECTO XXMUTENbCTBA, MECTO YUeObl 1 MPOYeE;

5. N36eraii pasmeLleHns gotorpaduii B VIHTEpPHETE, rae Tbl M300paXKeH Ha MECTHOCTK, MO
KOTOPOI MOXXHO ONpeaenUTb TBOE MECTOMNONOXKEHMUE;

6. Mpu perucTpauun B COLUMANbHON CETM HEOBXOAMMO WCMOMb30BaTh C/OXHbIE Maposu,
COCTOSILLVE 3 BYKB 1 LGP M C KONMUYECTBOM 3HAKOB He MeHee 8;



7. Ans coumanbHol CeTW, NOYTbl U APYrMX CaiiTOB HEOGXOAMMO WCMO/b30BaTb pasHble
naponu. Torga ecnu Te6s B3NOMAKOT, TO 3/10YMbILLIEHHUKN NOMyYaT AOCTYN TONMbKO K OHOMY
MECTY, a He BO BCe cpasy.

DJIeKTPOHHbBbIE IeHbI' |

ONEeKTPOHHbIE AEHbIM - 3TO OYeHb YAOGHbIA CMOCO6 MiaTeXeid, OfHAKO CYLLECTBYHOT
MOLLIEHHWKW, KOTOPbIE XOTAT MOAYUYUTb 3TU [IEHBIN.

ONeKTPOHHbIE [IEHbIM MOSIBUMUCH COBCEM HEaBHO M MMEHHO W3-3a 3TOr0 BO MHOTUX
rocyaapcTBax [0 CMX MOp He NPONMCaHO MPO HUX B 3aKOHAX.

B Poccui e OHU (hyHKLIMOHUPYIOT U O HUX YXKe MPOMMCaHO B 3aKOHE, Fe UX pasfenstoT
Ha HECKO/bKO BU/0B - aHOHVMHBbIE 11 HE aHOHVMHbIe. Pa3HMLA B TOM, YTO aHOHWUMHBIE - 3TO Te, B
KOTOPbIX paspeLlaeTcss NpoBOAWTL onepauun 6e3 WAeHTU(MKALUMM MNonb3oBaTens, a B
HEaHOHUMHbIX UAEHTUMNKALIA NOMb30BaTeNSs ABNSETCS 06513aTebHOIA.

TakXke crefyeT pasnmuyatb 3MEKTPOHHbIE (MaTHble AeHbIM (pPaBHbl roCYAapCTBEHHbLIM
Ba/1t0TaM) M 3/1EKTPOHHbIE He(uaTHbIe AeHbIN (He paBHbI rOCYAapCTBEHHbIM BallOTaM).

OCHOBHble COBETbI N0 6e30MacHo pa60Te C INEKTPOHHbLIMW AEHbIaMWK:

1. MpuBMKM K CcYETYy MOOWU/bHBIA TeneoH. ITO camblii YA06HbIA U BbICTPbIA CNOCO6
BOCCTAHOBWUTb [J0CTYN K cuyeTy. [puBA3aHHbIA TeneoH MOMOXET, ecnu 3abygellb CBOM
NNaTeXHbI Naposb UK 3aiifeLlb Ha CaT C HE3HAKOMOT0 YCTPOIACTBA;

2. Vicnonb3yil ogHopas3oBble Naponu. Mocne nepexofa Ha YCUNeHHYo aBTopu3almio Tebe
YXKE He BY/IET YrpoXKaTb OMACHOCTb KPAXM UM MepexBata NIaTeXXHOro napons;

3. Bblbepy cnoxHblit naponb. MpecTynHnKam 6yaeT He NPOCTO yrafaTb C0XHbIA Naposb.
HageXHble naponun - 3T0 Naposiv, KOTopble cofepXaT He MeHee 8 3HaKOB M BK/KOYalOT B CebA
CTPOYHbIE M NPOMUCHbIE BYKBbI, LGPl M HECKO/IbKO CMMBO/IOB, TaKue Kak 3HaK [o/n1n1apa, PyHTa,
BOCK/MUATENbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NNYHbIE JaHHbIe Ha CaliTax, KOTOPbIM He 10BepsieLLb.
DJICKTPOHHAs 10YTA

ONeKTPOHHas MoyTa - 3TO TEXHO/OMMS U NPEAOCTAaB/SEMbIE €0 YCNYTY MO MEPECHIKE U
MOMYYEHNIO 3MEKTPOHHbIX COOGLLEHUI, KOTOpPble PacnpefenstoTcsl B KOMMbIOTEPHOW CETU.
OGbIYHO  3/MEKTPOHHbI  MOYTOBLI  AWMK  BbIFSAWT  CNEAyHOWMM  06pa3oMm:
MS_NONb30BaTENA@UMA_[lIOMEHA. TakKe KpoMe Mepefays MpoCcTOro TeKCTa, MMeeTcs
BO3MOXKHOCTb MepefiaBaTh (haiibl.

OCHOBHbIe cOBeTbI N0 6e30MacHO paboTe € 3/1EKTPOHHOMN NOYTOM:

1. Hago BbI6paTh MpaBu/ibHbIA MOYTOBLIN CepBUC. B MHTEPHETE €CTb OFPOMHBbIA BbIGOP
6ecnnaTHbIX MOYTOBLIX CEPBMCOB, OAHAKO Nydlle A0BEPSTb TEM, KOr0O 3Haelllb 1 KTO MepBblil B
PENTUHrE;

2. He ykasblBail B /IMYHOM NOYTe NIMYHYIO MH(OpMauuo. Hanpumep, nydile BblbpaTb
"My3blKa/IbHbIN_(haHaT@" nnn "pok2013" BmecTo "Temal3";



3. Vicnonb3yii ABYX3aTanHyo aBTopu3awnio. 3T0 Kora MoM1MO Napons HY>KHO BBOAUTb KOZ,
npucblnaeMblii no SMS;

4. Bblbepn CNOXHbIA Naponb. [N KaXAoro mo4vToBOro flMKa [O/MKeH OblTb CBOM
HaJEeXHbIiA, YCTONYMBLIA K B3/TOMY Naposb;

5. Ecnm ecTb BO3MOXHOCTb HanmcaTb CaMoMy CBOI NNYHBIN BOrMpoc, VICI'IOﬂb3yI7I Ty
BO3MOXXHOCTb;,

6. Wcnonb3yii HecKoNbKO MOYTOBLIX ALIMKOB. [lepBblii ANs 4YaCTHOW Nepenuckn ¢
aapecaTamu, KOTOPbIM Thl [JOBEpPsiEllb. ATO 3MEKTPOHHBIA afpec He Haao MCnonb3oBaTh Mpu
permcTpauym Ha popymMax u caiTax;

7. He oTKpbIBaii (haiifibl U Apyrve BOXKEeHWUS B NMCbMax, JaXe eCi OHW NPULLIAN OT TBOMX
Apy3ei. Jlydule yTOUHW Y HUX, OTNPaBAAN 1 OHKU Tebe 3TK halinbl;

8. Mocne okoHYaHMs PaboTbl HA NOYTOBOM CEpBUCE Nepes 3aKpbITEM BKIaLKM C CANTOM He
3abyab HaXXaTb Ha "BbITi".

KubepOy/uinHT Wi BUPTYaJibHOE H3/1€BaTEJIbCTBO

Kun6epbynnuHr - npecnefoBaHne CoOOLLEHNSIMM, COAEPXKALLMMI OCKOPBEHNS, arpeccuto,
3anyruBaHue; XyJMraHcTBo; CoLManbHoe GOKOTMPOBAHME C MOMOLLBIO Pa3NNYHBIX VHTEPHET-
CEpBWCOB.

OCHOBHbIe COBETbI N0 60pb6e C KNbepOYIMHIOM:

1. He 6pocaricsi B 60i1. JTyuunia cnocob: nocoBeToBaTbCA Kak Ce6sl BECTU W1, €CIN HET TOrO,
K KOMY MOXHO 00paTuTbCs, TO BHayasie YCMOKOMTbCA. ECAM Tbl HayHewb OTBeYaTb
0CKOPO6eHMAMI Ha OCKOP6/IEHMS, TO TONBKO el 60/bLIe PasoXKeLLb KOH(PANKT;

2. Ynpaenaii cBOel KnbeppenyTaumei;

3. AHOHMMHOCTb B ceT MHMMasA. CyLLecTBYIOT Cnocobbl BbISICHUTL, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He CTOWT BECTYU XY/IMIaHCKNIA 06pa3 BUPTYaslbHOW XXM3HWU. VIHTEPHET (IKCUPYET BCE TBOM
[EViCTBMS U COXPaHSET UX. Y aanuTb X 6yaeT KpaiiHe 3aTpyaHUTENbHO;

5. Cobntofaii CBOK BUPTYaslbHYH YeCTb CMOMOAY;

6. VIrHopupyi efnMHWYHbIA Heratue. OAHOPa30Bble OCKOPOUTENbHbIE COOOLLEHUA Nydlle
nrHopmposatb. OBbIYHO arpeccus NPeKpaLLaeTcs Ha Ha4a/IbHON cTafuu;

7. BaH arpeccopa. B nporpammax 06mMeHa MFHOBEHHbIMI COOBLLEHNSMM, B COLMAbHBIX
CETAX eCTb BO3MOXHOCTb 6/I0KMPOBKM OTMPaBKM COOOLLEHWIA C ONpefeNneHHbIX afpecos;

8. Ecrnm  Tbl cBugeTenb KubepbynnuHra. TBOM [eACTBUS: BbICTYNWTb NPOTUB
npecnefoBatens, MokasaTb €My, YTO €ro [AeiCTBMS OLIEHMBAIOTCA HEraTMBHO, MOAAEPXKaTb
)KEPTBY, KOTOPOIA HY)XXHa NCMXO0N0rMyeckas MOMOLLb, COOBLLMTL B3POC/bIM O (haKTe arpecCMBHOIO
MoBeAEHUs B CETU.

MoOunbHbIi TesiedoH



CoBpeMeHHble CMapT(OHbI 1 NIAHLLIETbI COAEPXKAT B Ce6e BMOMHE B3POCAbI (PYHKLMOHAN,
M Tenepb OHWU MOTYT KOHKYPMPOBATb CO CTaLMOHapHbIMU KoMMbtoTepamu. OfHaKo, CpeacTs
3aWMTbl ANS NOA0GHbLIX YCTPOMCTB NOKa 04eHb Mano. TECTUPOBaHWUE U MOUCK YA3BUMOCTEN B HUX
MPOMCXOANT He TaK UHTEHCKBHO, Kak 15 MK, TO )Ke camoe KacaeTcst U MOBU/bHbIX MPUIOXKEHNIA.

CoBpeMeHHble MOGU/bHbIE Gpay3epbl YXKe MPaKTUYECKU [OrHaIM HaCTOMbHble aHanoruy,
OflHaKO pacluMpeHne (yHKUMOHana BeyveT 3a CO6GOW 6GOMbLUYH0 CAOXKHOCTb U MEHbLLYHO
3aLLMLLIEHHOCTb.

[laneko He BCE NPOW3BOAWTENN BbIMYCKAOT OGHOBMEHUS, 3aKPbIBAOLLME KPUTMYECKNE
YSI3BUMOCTY /11 CBOMX YCTPOIACTB.

OcHOBHble COBeTHI A/19 6€30MacHOCTV MOGWIBLHOTO TenedoHa:

Huyero He sBNMSieTCS NO-HACTOsILLEMY GecrnaTHbIM. Byab OCTOPOXKEH, BeAb Korfa Tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KaKve-TO MiaTHble YCAyriu;

[ymait, npexae yem otnpasuTb SMS, oTo 1 BAeo. Tbl TOYHO 3HaeLLb, Fae OHU 6yayT
B KOHEYHOM utore?

Heo6x041M0 06HOBNSATL OMePaLMOHHYH0 CUCTEMY TBOErO CMapT(oHa;
Mcnonb3yii aHTUBMPYCHbIEe MPOrpaMmbl Anst MOGUbHBIX TeNE(OHOB;

He 3arpyxail MPUNOXeHWs OT HEeU3BECTHOTO WCTOYHWMKA, BEfb OHU MOTYT COAEpPXaTb
BPEZIOHOCHOE NPOrpamMMHoe o6ecreveHue;

Mocne TOro Kak Tbl Bbliigewb C caliTa, FAe BBOAWA NIMYHYIO MH(OpMauuto, 3aiign B
HacTpoliku Gpay3epa n yaanu cookies;

Meproanyecku I'IpOBepFIIZ, KaKune nnaTHble YCnyrn aktmBnpoBaHbl Ha TBOEM HOMEPE,

[aBali cBoli HoMep MO6GUNLHOTO TeneoHa TOMbKO NMOASM, KOTOPbIX Tbl 3HaeLb U KOMY
[0BepseLLb;

Bluetooth fomkeH ObITb BbIKNOYEH, KOrAa Thl UM HE MOMb3yellbes. He 3abbiBail MHOr4a
NpoBepsATH 3TO.

Online urpsi

CoBpeMeHHble  OHMaWH-Urpbl - 3TO  KPacouHble, 3aXBaTblBalOLUME pPa3BeyYeHus,
06beMHSIOLIME COTHU ThICAY YENIOBEK MO BCEMY MUPY. VIFPOKM MUCCNeAyHOT AaHHbIA UM Mup,
06LLAt0TCs APYT C APYrOM, BbIMOHAOT 3aaHus, CPaXKarTcs ¢ MOHCTPaMK 1 NoMyYyatoT onbIT. 3a
YI0BO/IbCTBME OHM MAIATAT: MOKYNaloT AMCK, ONaunBatoT aboOHEMEHT UM NPUOGPEeTalOT Kakue-
TO ONLMN.

Bce aTn cpeacTBa MayT Ha NOAAEPXKaHME 1 Pa3BUTME UIPbl, @ TAKKe Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbI aBTOPM3aLIMK, BbIMYCKaOTCA HOBble MaTuy (LMQPOBbIE 3anaTKu
ANs MPOrpamm), 3aKpbIBatoTCA YSI3BUMOCTMW CEPBEPOB.

B ﬂO,qO6HbIX nrpax Ctount onacarbCA He CTOJ/IbKO CBOUX COMNEPHNKOB, CKO/IbKO KPabKn TBOETO
naposd, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLnin 60/1bLUINHCTBA nrp.

OCHOBHbIe COBETbI N0 6€30MacHOCTN TBOErO MIrpoBOro akKayHTa:



1. Ecnv ipyroii urpok BeaeT cebs MaoXo Un co3aaeT Te6e HeMpUSTHOCTH, 3a6/10KMpYIi ero
B CMNCKE UFPOKOB;

2. I'I0>Kany|7|c;1 aAMUHNCTPATOPaM UTrPbl Ha M1I0X0€E NMOBEAEHNE 3TOI0 UTPOKa, XEaTesibHO
NPMNOXNTb KaKME-TO AOKa3aTe/bCTBa B BUAE CKPUHOB,

3. He ykasblBai1 M4HY0 MHOPMaLUIo B npodaiine urpbl;
4. YBaxkai Apyrux y4aCTHUKOB M0 UTpe;

5. He ycTaHaBnuBaii HeothuLmasibHble NaTyy v Mofpl;

6. icnonb3yin CNoXHble 1 pasHble Naponu,;

7. [axe BO BpeMs Wrpbl He CTOWUT OTK/KOYaTb aHTMBMPYC. [oKa Tbl Urpaellb, TBOVA
KOMMbOTEP MOTYT 3apasnThb.

@OUIIMHT WIN Kpaka JUIHBbIX JaHHBIX

OO6bIYHO Kpakeil AeHEr N JOKYMEHTOB CErOfHS YXKe HUKOro He YAMBULLb, HO C pa3BUTMEM
WHTEPHET-TEXHONIOTUIA  3/10YMbILUNIEHHUKN  MEPeMECTUICE B WUHTEPHET, W MPOAO/HKaloT
3aHMMaTbCA "NHOUMBbIM™ [e10M.

Tak nosiBAnacb HOBas Yrpo3a: MHTEPHET-MOLLUEHHUYECTBA WM (PULLIMHE, FNaBHas Lefb
KOTOPOro COCTOMT B MOMYYeHUM KOH(MAEHUMANbHLIX AaHHbLIX MO/b30BaTeNen - NIOTMHOB U
naponein. Ha aHrnuickom asbike phishing untaetca kak dmwmHr (o1 fishing - pbibHas nosns,
password - naposnb).

OCHOBHbIEe COBETbI N0 60pb6E C PULLMHIOM:

1. Cneay 3a CBOMM aKKayHTOM. EC/in Tbl MO03PEBaELLb, UTO TBOSI aHKeTa Obl/la B3/10MaHa,
TO HE0GXOAMMO 3a6/10KMPOBATh €€ 1 COO6LUMTL aAMUHICTPATOPaM pecypca 06 TOM Kak MOXHO
CKopee;

2. I/Icnonb3y|7| 6e3onacHble Beb-CaliTbl, B TOM YUCIe, NHTEPHET-MarasmHoB 1 MOUCKOBbIX
CUCTEM;

3. Vcnonb3yii CNOXHbIE WU pa3Hble Naponu. Takum 06pa3om, ecnn Te6s B3NOMAOT, TO
3/10YMbILLMIEHHWUKM NOJyYaT A0CTYM TOMbKO K OfIHOMY TBOEMY MPOG/II0 B CETU, @ HE KO BCEM;

4. Ecnn Tebsi B3oMann, TO HE0OXOAMMO NpesyrnpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpPbIe
fo06aBnieHbl y Tebs B Apy3baX, 0 TOM, YTO Tebs B3/10Masiv U, BO3MOXXHO, OT TBOEro MMeHn byaet
paccbinaTbCs cnam 1 CCbINIKU Ha (PULLMHIOBbIE CalTbI;

5. YcTaHoBW HagexHbl naponb (PIN) Ha MOGUNbHbLIN TeNeqoH;
6. OTK/OUM COXpaHeHue napons B Gpaysepe;

7. He oTKpbIBaii haiinbl 1 Apyrue BNOXEHNS B NUCbMaX, AaXKEe C/IN OHW MPULLAN OT TBOUX
Apy3en. Jlydile yTOUHW Y HUX, OTNPaBASAAN NI OHU Tebe 3T (haisibl.

Hudposas penyranus



LingppoBas penyTtauus - 3TO HeratvMBHas WM NO3UTUBHaA WH(OpMauMs B CeTU O Tebe.
KomnpomeTupytolias uHhopmauus, pasmelLeHHas B MHTEPHeTe, MOXET Cepbe3HbiM 06pa3oM
0TPa3nNTbCA Ha TBOEN peanbHON XM3HW. “Lindposas penyTayms” - 3T0 TBON UMUK, KOTOPbIA
(hopmupyeTcs 13 MH(opMaLuy o Tebe B MHTEPHETE.

TBOE MECTO »XUTeNbCTBA, y‘-IG6bI, TBOE (*)VIH&HCOBOG NOMOXeHWe, 0CO6EHHOCTH XapaKTtepa n
paccKasbl 0 GM3KKX - BCE 3TO HaKarn/MBaeTCs B CETU.

MHorue noapocTKN NErkKoMbIC/IEHHO OTHOCATCS K Ny6AMKauun NUYHOW MHGopMauun B
NHTepHeTe, He MOHKMast BO3MOXHbIX MOC/eACTBUIA. Thi aXKe He CMOXeLLb A0rafaThCs 0 TOM, UTO
(hoTorpadmsi, pasmelLieHHas 5 neT Hasag, CTana NPUYMHON 0TKasa NPUHSATL Tebs Ha paboTy.

KomMeHTapuu, pasmelLieHne TBOMX GOTorpatiiii u Apyrue AeicTBUAS MOTYT He UCHE3HYTb
[aXe Nocne Toro, Kak Tbl MX yAanuilb. Thl He 3Haelllb, KTO COXpPaHUA 3Ty MH(opMaLuto, nonana
/N OHa B MOWCKOBblE CUCTEMbI M COXpaHWMacb N OHa, a FNaBHOE: YTO NogyMalT O Tebe
OKpY>XKatoLLMe Nioan, KOTopble HaligyT W yBUAAT 3T0. HaliTu MHAopMaLMio MHOFO NeT CnycTs
CMOXET NGO - Kak 13 A06PbIX NOBYXAEHWIA, Tak 1 C HaMepeHeM NPUYNHUTL Bped. DTO MOXKET
BbITb KTO YrOAHO.

OCHOBHble COBEeTbI M0 3aLiMTe LpOBOA penyTauum:

1. Mopymaii, npexae 4Yem 4TO-TO My6NMKOBaTb WM MepedasaTb y cebsi B 6nore wnn B
coumanbHOWM CeTu;

2. B HacTpoiikax npouns ycTaHOBU OrpaHMYeHns Ha NPOCMOTP TBOEro npogunas n ero
COAEPXKMMOTO, CAieNai ero ToNbKo "ansa apysen”;

3. He pa3meLyaii 1 He yKa3blBail MH(POPMaLUIO, KOTOPas MOXKET KOro-M60 0CKOp61ATL 1K
0bmxXarb.

ABTOpCKOE IPaBo

CoBpeMEHHbIe LIKO/bHWKW - aKTUBHbIE M0/b30BaTeNN LM(POBOro npocTpaHcTa. OfHaKo
[ANeKo He BCE 3HAKT, YTO MO/b30BaHME MHOTMMM BO3MOXHOCTAMMW L(POBOro Mmpa TpebyeT
CO6/M0AEHNS NPaB Ha MHTENNEKTYaNIbHYH0 COGCTBEHHOCTb.

TepMUH "MHTeNNeKTyanbHas COBCTBEHHOCTb" OTHOCUTCA K pa3/IMyHbIM TBOPEHUSIM
4e/I0BEYECKOr0 YMa, HauMHasa C HOBbIX M300OPETEHUNIA N 3HAKOB, 0603Ha4atOLLMX COBCTBEHHOCTb
Ha MPOAYKTbI W YCNyrn, W 3aKaH4MBas KHuramu, otorpapuamu, KuHopuabMamm wu
MY3blKa/IbHbIMU MPOU3BEAEHUAMMU.

ABTOPCKMe MpaBa - 3TO MpaBa Ha WHTENNEKTyallbHY0 COBCTBEHHOCTb Ha MPOM3BEAEHNS
HayKW, NATepaTypbl N NCKYCCTBA. ABTOPCKME MpaBa BbICTYNAOT B KAYECTBE rapaHTMK TOTO, YTO
VHTENNEKTyaNbHbIA/TBOPUECKWiA TPy aBTopa He GyAeT HampacHbIM, JacT eMmy ChpaBef/nBbIe
BO3MOXKHOCTY 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa, MoayunTb M3BECTHOCTb W MPU3HAHNE.
HukTo 6€3 paspeLleHyst aBTOpa He MOXKET BOCMPOU3BOAWTbL ero NPOu3BeaeHe, PacnpoCTPaHsThb,
Ny6IMYHO [EMOHCTPMUPOBATb, MPOAAaBaTh, MMMOPTMPOBATb, MyCKaTb B MPOKAT, MyG/MYHO
MCMOMHATD, MNOKa3bIBaTh/VCMONHATL B 3Mpe 1K pasMeLlaThb B VIHTEpHETe.

Vcnonb3oBaHve "nupatckoro” nporpaMMHOrO 06ecrneyeHnsi MOXET MPUBECTM K MHOMUM
pUCKam: OT MOTepu [aHHbIX K TBOMM aKKayHTaM [0 G/0KUPOBKM TBOEro YCTPOIACTBA, rje
YCTaHOB/IEHA HeNeranbHasi NporpaMma. He CTonT Takxke 3abbiBaTh, YTO CYLLECTBYIOT Nera/ibHble
1 6ecnnaTHble MPOrpaMmbl, KOTOPbIE MOXHO HalTL B CETH.



O nopraJje

CeTeBMYOK.pg - TBOW INaBHbIVi COBETUMK B CETU. 3[eChb Thl MOXELLb Y3HATb 0 6e30MacHOCTU
B CETW MOHATHbIM W [OCTYMHbIM A3bIKOM, & NPU BO3HUKHOBEHWM KPUTUYECKOW CUTyaumu
06paTnTLCA 33 COBETOM. A TaKXe MPUHATb Y4acTue B KOHKYpCaxX M CTaTb CamMblM LM(POBbLIM
rpaxgaHnHom!



